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Information Disclosure (6/7) 



1. Publication Number 

KRP2003-30568 (April 18, 2003) 

2. Title of Invention 

Method for recording and reproducing security keys in compressed audio file 

3. English Translation of Abstract 

This invention relates to a method for recording and reproducing security keys in compressed 
audio file. The security keys are divisionally recorded in the header area of the encrypted 
MP3 audio file, and are collectively reproduced from the header area for decrypting the MP3 
audio file. According to this invention, MP3 players may not embed the security keys, and 
illegal MP3 players are prevented from decoding copyrighted audio files. 
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£. 4 

MP3 535 *fl^. *H33£-. =2}ol^ 

«3-*lM 

£ l-ft tHM^ltf* 5.35. 4°^ * *M-o] MP3 5.35 sHH 31$ 7]^- £Ai^ sola, 

JE 2tt * Ml 34 #£4 «fl^ f]7\ 7]*% MP3 5.35. 4"iH tfl$ tM3"§- £ A 1$ Sola, 

5. 3£ MSI 3€ -S^HH 34 «R ?l7> MP 3 5.35. 41H tflU- T^-ir £ A 1$ 3Wj1. 

£ 4^ £ M°fl 4€- 535. 4°d 3flWa<>l 3-§-3^ MP3 #e)W°H ^ 7H435.JL 51*1$ 33 

a, 

£ 5fe -g- ^r^ofl 4€- fl* 5.35. 4H «»M tfl$ f-4 £ A 1$ S°14. 

& ^r-S-^ofl <fl$ ^3 M 

10 : ^2.2} 42-20 : 3°]^ 

30 : .2-3.2. 5.34H40 : Sfl^- ^ 33^ ESa? *l#Jf 
50 : ^ &*\7] 
M3 iMfcM 



£ ^ 5.35. 41HH3 #£4 *fl^ 71 34 ^ J^i}^ o.S, 33r ^Afl^fe MP3(MPEG A 

udio 3) 5,35. 535 4U ^(Encryption) 34£ 5.35. t^Elt 3)4471 #1* 45- 

4 314 ^(Decryption Key) St*. MP3 535 4 0 J3 34 3 $4*1 344^1, 3# MP3 #2)1334 

£•£ *M#*H*1 2*43. 3143 7>44£4 ^ oj-^ it J.fi. ^ojojlAifil oj-^ 7 ) 71S. pJ 

■04 goltt. 



•f-id, £ 1-a- ^^Sl MP3 5.35 4lH ^4 34 -S.^* £4$ 47l MP3 5.35. 4lH : &, 4,43=3 

u»3 «I|c-l (Header)^ 333 7^ £3* ^l°J(Frame)t-3 33SL 44 34 itt 34SU. 4 

71 MP3 5.^5. 41H 34 ^iL(FileJnfo), 4# *3 MP3 5.35. 41H 34 43»(Title), (Album), 4 
4 o^^<a * 4=(Genre) f-°il cfl^- ^ ^Sf-ol 71^.51^ 128 »Vo1bs| Efln(TAG) ^^7> ifl" 71^4. 



««, ^71 »ao^o|fe, -MPEG Audio 3- °J-^ u o^°fl fil«B 5.35. EW7V ^ 7l^s)3. A ^7l sil3 ^ji^fe. 
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<g 401330] f-7l» «y*W?|7l 34H.3l°d 43 3H(frame Sync). <g3 £3.2. 3334 «134 *1447l 34 
ofl^ ^^5. »13 oM^l 3£(MPEG Audio version ID), -H^l(CRC) SHofl 4*11 40I3 34 £-?t-^4-t- 344 
71 44 u]e (Protection). HH3 ^£^4 U ]e ^oIes. a]<|471 34 3£ ^3 alB(Bitrate I 

ndex). ^-f^ SHm o] 444* ^1^71 34 ^]o]e ^3H= Ajjol a] e(s a mpling Rate Frequency Index), 
3(Null) ^lolEll- 34 33 alS(Padding Bit), 44*}7} <*s]g. 33 444 4 4fe £4°19I «l£(Pri 

vate Bit). ^34-2. 33 £fe 4°i 33 2-=- 44 4333 34 *fl3 ££ 3£(Channel Bit), ^43.2. jqg £H 
Al ^44 aflH. 44 3433 34 2-H 44 «le(Mode Extension), 344 li^rl 44371 44 *144 3£ 
(Copyright), 44 £fe £433 344 43371 34 £el3li ale (Original), 3.^3. <343^ HlH(Emphasis) 
7} 71434- 



443, MP3 44°13(MP3 Player) 43 44 *H 4*1 4 3 4 MP3 £3.2. 434 4443 7l4£ 128 «HI«I 
Efla(TAG) 24 4*43, 44 434 44 4* 3 £4 4447} 434 4 4£4. a33(LCD) 44 

43 44 £344 444 #71 33 3J23| if- 7143 3£»4 0I444 £4<£ <J§«W 44 7) s^ ^d^. qo] 
El* JL444 £4£ t|| ol Els 44 3 *M 4=j4*r oj^ 71^444 4*84711 €4. 

43, #714 4°1 MP3 £4£ 43*4 jL434 £^£ 4°13£ 44 S 4*3 434^: MP3 44°133 

3£ *M434°1 33 44 £343 344 aj-71 MP3 £3£ 4344 3334 43 44££ 444^ 334 
a>o]es.o1 44 4443 Hi-el-, #7l MP 3 £^£ 4344 44 *143 M 44°1 33*1 -S-t 2 ^ 43M3- 

0]ol| 44, #7l MP3 £3£ 433 £4<3 "S^H 71-3-3^ 44 £3£ 4°134, ^713 o>^4 tg-Ajo] e|c ^ s 

■5- HH(Read Solomon) f-* «>1*«H * ^ 7l^o.S^, n <g-±S^ «fl^ 7l7> 

MP3 ^zflsi ^.cii tfloiels «B^- ^ 4€ 7fl^m ^ «H, °J-5:4 »1 ?> J»l ^ «H Si^i g 

^ ojoi fil TflAj^i^Ai mp3 iLtii. -?-^s 4t11 5 *M*fe ^aIt-U 

nem-, 4^4 «H4 7)fe, MP3 5.^5. 4°J^ 4^44°i 7l^Hf ^4*\ ^1^4^ ^4^1 

7is4€- 7l 5jt«.s 7i^ a>4^ ^ 5i7l ifl*^, MP3 *H<>H4 7fl^4*ll- ^"14 4-§-7}^, 4^4 7l4£ 
^§•8- MP3 5.^15. 4°d*«l| cfl4 4421 4±4 sfl4 MP3 f-^°H4 ^-8- ^- l S4*Hl a-f- ^*41*>* 4 

4^°! o]^-^} 4^ 7i^^ 4^1 



44^i, -g- 4^^- 4714 4-8- ^1^4 ^1^471 34°1 44€ s A i, 7^44 4*H 4^4 7l4€ MP 

3 5.^)5. 4°J^ rfl4 4x4 «H4 MP3 A4i 4^21 ^c-i $£e| 44 71444 44^. MP3 4^1°H4 4 

4 7H44^°H7.1. 471 nz\ ^a.ofl «.av 7 is^ gfls 2:44°^, 4^4 7I43 44 Sl*\s. 

sjjs. 4^01 7}^-4£4 471 34 44 5.^5. 4*a°fl7io 1 ? 1 7I4 55 ^^4^4 ^l?4fe 4 ^ 4 

«1°1 Sl^^*14. 



434 ^ 5 44 

4714 4-8 4^4 4^471 34 4 43°fl 4* 44 .2.3.2. 4^°fl A 13 4i4 *A4 ?1 7l44^-&, 443 ^134 
4 =eH°J4S 01401^ 44 ^«>1^* 4i44fe 44°1) 5H44. # 7 l 44 OWE)* 4^4 7l°ll 3«fl 4i44fe 
14^1; 471 4£4 ?1» ^4471 34 ^jc|4» 4?} >94*te 24^1; 4 4447} 4 A j3 ^134°1| 4^4 ?1« 4 
4 7l44fe 34^11- 5L44<^ °14<H3*r 5i4 4^£.s 43. 

£4 ^ 4^on 4s og.^ _o_tq_o_ 4PjoflA^ oj.^ 7] ^^444, 4^3 ^43 ie)l«y4s oi^-oi^ 4^43 
44 4444 4£44fe 4^4 4°l7i, 47I 44 343 4^4 ?1 44 444fe 14^1; 4?1 443 4 

£4 ?1 44 2444 4^4 71 # 4^4fe 24fl; ^ 4?1 4^:4 711: 3443. 4?1 4x43 44 ^°134 4x 
44fe 34314 £443 °1^33fe ^4 4^^-S 43- 
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om. 4 433 4« 44 £3£ 44333 45.4 m 3 7]*yq $ 3 w?h 34 4434 4333 33. 
344 £44 4^43 433 4344. 

£ 2^r. -g- 433 44 45-4 34 ?l7> £4 7|s-Sl^ MP3 £3£ 443 34 434 £34 £ 1* 42 

3- 4#4 44 43. 43 MP3 £3£ 4434, 4 43^3 JL^ 434 *fl3(Header)4 333 7 r 4 43* 
5.33(Frame)f-3 33£ 44 34 £4 3^3i. 43 mp 3 4<S3 cfl^- 3 »2.(File_Info)*3 3-S- 

3^r 128 43B3 Efla(TAG) 3-M- £4 3*33. 

44, £ 433 4€- 45.4 34 3 3^-433 344, 43 £33 <333, 45:44 44 £3£ 333* 71-S-3- 
2, a 45.4 344 34 34 34, MP3 £3£ 443 44 34443 343^r 343 33312-3 £a> 7 144 

Tfl 3fe 3, s-3 sDd^ £ ^ 4447J- <y3£ 33 ^ ^33 l 3£ z]3 £43 ^(Private) 3£3 

44 44 3443 44. 

3* 43. £ 23 £34 34 43, oj-jr^. sfls- ?l(Security key)7> '0101 • 4 34, MP3 £3£ 443 44 7 14 
^43 343^-4 71121 333£(Header 1,2,3,4)3 £434 3£3*?, 44 '0 ' ,■ 1 • .'0 ' ,' 1 • 3 44 3434. 

44, 47l 34 ?l 7> 44 343 333£4 4 #0.3. 34fe 33£ 44 343 £33, 3* 43 ^li 333£( 

Header 1)4 3434 £3334. 43 45.4 34 33 34 43 $3.7} 3 45:4 333£ 43 344 4 9l°- 
4. SE4 43 333£(Header 1,2,3,4)3 44 it 433^ 1 3£ 433 344 (Copy right) 3£34, 344 
lit 433 44 '1' &3 3444. 

n3JL, MP3 -2.3.2. 443 #443 71434 128 33£3 tflzi ^ii^, MP3 £3£ 443 34 43#(Title), 
<§3(Album), 34 444 5 4^(Genre) 43 34 44 3l£« *>14°1|£, 47l «fl^ ?l7>, % 7fl2l € 
4 7}^S\o] o)^ A|l- ^71 3$ 3SL»°1 St 



£3f 4^21 4= *Jahhi oj.3-3. ^i^. ? ] 7 } §.a> 71^-21^ MP3 £4.2. 44°fl 34 £ A 14 
S«.k, s. 2S 3£4 44 45:4 ?14 ^ 4^^^--t°l MP3 £3£ 41H 24 7l*^^. 44. 

^- ?H cfl^- <jVxfl ^Ji» 71^71 21^ 5}32l »5ifl^°Vol 7lS-5)^. A^Hf £A^ ^0 S , «|« S-O^, £ 3°fl 

£Al^- UV4 ^-3, 2iJ:t *fl4 7l(Security key)7> ■0101"?] 3-?-, MP3 4^Sl ^ 7 ]^Q<q 4 7fl2l ^|3 

^a.(Header 1.2,3.4)1- 2i#^£S 7]^*}5L, ZL ^ 7}^Q ^13^^ =^o]^ wlsofl, . 0 . , . 1 - , . 0 ■ . ' 1 • * 7l 

44t« €4. 



n^ui, #71 44 *c-)$ ji(Header 4)4 34=lfe SH'Jl 4?1 4^4 «H4 ?H 34 43 4 43:4 33 
e]s 71^*3. MP3 .2.3.2 4^3 4*11 43# 44^14 <r 4t11 €4. 



£ 4fe, 4^°?1 4€r 44 £3£ 3}°i Afl^«>^3 ^^-si^ MP3 ^^H 0 ! 34 7fl4^-9-S. £ 
3., 43 MP3 #333°ll&. 4^3 MP3 £3£ 44*3 3^- 34^1^ 3^3 4^(10); 444 3 44, 43 
35L3 4^3 7]3f& MP 3 £3-2 444 4#43. 4±4 34 34 34 4 ^44^ 43^(20); 43 4333 

3 34 « S4?l 444 3434 3443 45:4 34 444 4*844 443. 43 344 44 £3£ 333* 
€33 -23£ 333s. 33^4te 34 ^ 3^3 344(40); 43 34 H 3^3 .23-2 333* 3 

£3£44 334^ ^-3£ 45.334(30); 43 ^-43 34.3a. ^* i343 34 33X33(50) 43 £ 

4 44€ 4 4£3, £4 43 34 4 3s3 S^a^ 344(40)^. 43 4333 43^. £4 444 t 43. 



44, 43 333(20)33^, £ 53 £34 44 43. 4443.43 MP3 £3£ 443 34 3 A S ^-^3 443^- 
34(S10), 43 3£3 7VH(io)3 33- 343 333 MP3 £3£ 444 4343, 3 A S £34 34 MP3 £3 
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5. 443 ^ 3s.* S44:a, o. Efln ^sH] £4 7l^€ 44 "A* #4 MP3 5.^-2. 4<a 

•Kl tfl4 ^o)f-(Title), tlKAlbum), *)14 * #=(Genre) f-°fl 414 4# ^Ji^ 0 !, #4 33 5.*]?)* f- 

«fl 44 4fe 44, 45l4 71 71- « 7l)S] ^c^ioll £A_y 71-lj-SH 4^ *14 4441^ 3* 

4°J 4*1 44(S11). 



#71 *H -0-34 MP3 4°J2] ^ 71^^ 444°}<S12). 3 44 7]^tM 43"€ CH-Sl ti||c| 

3 S.. °H» *<H £ 2 £ £ 3°i| £44 44 44 45l4 7l7>, 4 7flSl ^JC-l^Jtoq §-AV 7l^-S)<H 4tt 4"f , 
1 vfl^l *J4 ^cj^a.sl E.4°l9! alE# 3#47fl 4|, ^7l 4013(20)°^^, olefl oj-a^ ^ ifl*] ^| 
c-l^jisl *144(Copyright) «lB«q 444 J4i# 444m h]e £ -1< o] 7 }^s)°] 4» 34 444*1 44( 
S13). 

44. #4 44^4. #7] 7^4 jti* 444m HlH a 'l'Ol 714SM 4^r 34CS14), #7l *}ol3(20)4Mir, 
m vfl^l a)l4 3M3.&S1 = 4°14 u lH°fl £# 71^ «fl=- 7] 2M- ;gAjj 4 *I***(S15)«Fj1. 3 3^ 444 
4 71 44 £44°1 4£4 7} 4°1 • 0101- 4 4^4*1 £4(S16). 

=L?)JL, 444 4^-1; f-Sfl 2:% 4 A 34 4± 4)=- ?1 4, $7] *f|=- 4 444(40)<>I| 444 «fl 

=- 5.5.3 ^(Decryption Program)^- °l-§-4<4 =4H3 <3^H 44 4^4 4-3-^ 44 5.^5. 4MiH# =H447ll 
sqn(S17), £4 #4 * 43<3 a^UOW 444 0 1444 *H44 tt* -2-4 

5. 4M44 ^efls] £4iL cflolBls. 4«*r^. i^iL 3^(30)3. #^«r7fl ^4- 

«H <44. #71 5.C15. ^^El^^lfe. #71 5 4^ 5.^5. tfl<>lEl# 7fl^5 itl^XS. *\3L 7fl 

^3 #3*Kr f-#2j^l 7flA§Ai5: ^sl^4^ ^^^fTfl £4. 

#7l ^-ollil., #71 7-l3V^ WlHoU . 0 . ol 71^5]^ o^ fe «fl# MP3 ^ ^ 

7} ^^gsloi fljq s>cfji woj, <q- §^ sfls 7 | ^^sq.^ 51 *B^M-§r ^J^}2, ^-71 cia^ iia 
«■& «l-8-*W. cflolEll- ^2j|Sl 5.C15. ^€«r^, -S-^-S. #3^2^(30)3. *^4fe *#^r 

44^1, #714 ^°1 ^|c^ jis.^ #ii3} sfl=- ?1# ^# s^-sV^ t^sl^oi ^ai^ MP3 #^1°H4 ^-ar ^>8# 
^i-^, MP3 5.^^. 4^1-, ici5. cIMEls. 7flj«8 ^ 5l7fl sl^- ^°14. 



°1#, ^ £32] 4t^tr ^^Hfe, oflAisi ^-ai^ 7flAi^ ^^s. ^-71 $ flJ* *^ 

•&(Read Solomon) ^ f-4 ^ 4#^ <&m **W 21*11 ol^<H^ ^ Si^ ^^S, ^^44^ & ^ 54 

^ 4 °H tfl^- =f-^9l #^^r ^44^, S4 #^€r MP 3 5.^^. 4°d °1S121 E4€r ^ 5.^5. 4^ 4 
tfl a|* 7>^-«- °14 ^-¥-4 ^^^fl^fl 7flAi^ ^ ^21 7l#aj a>^4 3 7 l#^ iflolH, 4° c l 4 

4€ -S4°fl** 7114, £3. 4141 £fe 44 f-°l 7>^^ ^Joiui-. 



£4 



#714 S4 ^ « <>1^44fe £ 4€ 4^ 41HH3 4^:4 ?1 7l^ $ 7flAii« 0 VBj^, 
4if ^sV°i #3:4 7l^ MP3 inii 4^0)1 414 4^4 7i#, MP3 sl*\sl 4°^^ aflcl 44 7l^ 
44 41-el, MP3 t^l^H4 4£ ^-«^«HI4. #7l ^14 =8Ji«H| £# 7 1^ 4±4 *fl^ ?1* ^# ^44<^. 4 
±4 7l^« 4^ Ac! A ^«1e14 ««4 5 44 aMtf-S-S.^. MP3 4^-i- 4±4*W 7]*&£ 4^°fl A 1 ^ 
447} ojsis. ai-frsl ^5:4 «D4 7lir# MP3 -t?fl 0 H4 t-S- *H#*H 7^a1?14 

S)t^, £4 ^c-l ^a.o| ^-av 7l s.^ oj-jr^ g|)^. ?i# a44fe ttjial §«>1 ^ u l£H 4^1 4^- 44 
4, *144 lit 4*8 42.44 MP3 4 < a o l ^# ^Ba^^ ^ 4*W« StiTfl s^fe ^ 444 4^4 
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(57) S^S) ^3 
1. 

^7] cIMeI* -y-isj- ?H sjafl 1^1; 

# 7 | AjA^ tifl^JM ?)!■ 71^-5}^ 3fc*|* £#«H 3* -2-^-2- 

2. 

tf7l *fi^ -*7l ^7> ^« ^ <§SH 7]^5]fe ?!-§■ ^15. sVfe tf* it|A 

St 1 * 3. 

* l^H 5^1, 

St 1 * 4. 
St 1 * 5. 

^71 #51$- ?l^r, ^7] Sfl^ 71 7>, $ 7fl2l ^C-l^liofl -g.A V 71S-51CH *1» ^ S.7> ^Sjfe 3* ^ 

=8 AS. *fe 3.*)$- aHH^ <8s.$ ?1 71^b 0 v^. 
6. 

^71 «|ciJM ^.av ^ <S-j:^ 71 a* 1^; 



^2003-0030568 



#7] <&jl% n &-§• 2^*H tfs* ?1# m*t*= VGA: % 
°l^*m 34 3-3.2.3. tf* *Hi«M3 ? 1 HM. 

3**J 8. 

?1 ^7] «|c^si ^ <g^<fl 7l^€ 34 ^=8 ^-s. <fe <g-*r £3£ 4^1*1 3 ?i 44*3- 

3**J 9. 

*l 6*<1 5ft°W. 

^■71 ^lC-1^.21 *3 <3SH o) 41- ^iL7> flfe 34 ^3 £.3. fl* -2.3-2. ^IH^ 

#±4 71 
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